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SHORT-TERM VS
LONG-TERM DATA
STORAGE

Short-Term Data Storage

Short-term storage refers to keeping
data that is actively being used
during the course of a research
project. It typically involves
temporary or working storage
solutions designed to accommodate
data in its raw or semi-processed
state..

Long-Term Data Storage

Long-term storage is focused on the
preservation and accessibility of
research data for future reference,
reuse, or replication of research
findings. It often involves the use of
repositories and archival services to
ensure the data remains usable and
protected over extended periods.

Purpose: To support active research
activities such as data analysis,
simulations, or experimental runs

Purpose: To ensure that research
data is accessible for verification,
replication of results, or future
studies.




Data Sharing Options for Short Term

SHORT-TERM VS Short-Term Data Storage Data Storage
LONG-TERM DATA
STORAGE * UWP: * Unishare

X & Y drives * SURF Drive
EXISTING SOLUTIONS | LWP

Home & Project drives

* Hdbrok

/scratch & /projects directories

* VRW

Home & Group drives

Purpose: These are environments Purpose: These environments

that allow to perform computation facilitate data sharing between non-

and fast access to data. RUG users, don’t offer computation
functionality but data is stored for
short term.

For further details refer to the IT Solution page of the DCC



https://www.rug.nl/digital-competence-centre/it-solutions/

LONG-TERM DATA
STORAGE Research Data Management System

(RDMS)

EXISTING SOLUTION



WHAT IS RDMS?

Long-term data storage where:

* You
* You
* You
* You
* You
* You
* You

* You

can implement policy-based automation..

can manage metadata templates & extract metadata.
can search for your data, save your search and export it.
can manage group and personal environments.

can assign users different roles and permissions.

can access and share data within RUG anytime.

can see activity auditing (in progress).

can publish your metadata in DataverseNL (in progress).



WHAT IS RDMS?

e RDMS user manual or RDMS wiki:

https://wiki.hpc.rug.nl/rdms/rdmsproject/start

(You can just Google as RDMS wiki)

e Contact us:

rdms-support@rug.nl


https://wiki.hpc.rug.nl/rdms/rdmsproject/start

BEST PRACTICE

Step 1

mon’t need to frequently GCQ

process or analyze data. | * Decide on which data should be
published an archived.
article/poster/thesis/book/etc. e Estimate the amount of data

* | don’t need to access the data you need to archive.
frequently, maybe in the future | * Decide on how many Team
may reuse the data or share it for Drive you need.
research purposes. * Decide in who should have

* | need a storage where even if | which roles and permissions
leave my supervisor/group and for how long.
leader/ data manager can always e Decide on whom shall be the
find & access the data. main contact point?

* | need a storage to archive our * Ask for help from the RDMS
group/lab/personal data.

N\ VAR /




WHAT IS RDMS?

Data management platform that uses iIRODS to manage and store data in the backend.

* iRODS (Integrated Rule-Oriented Data System) is an open-source data management
software platform that enables organizations to manage, share, and preserve large
amounts of distributed data across different storage systems.

* |t provides a virtual file system that abstracts data from the underlying storage, allowing
for better control, automation, and organization of data at scale.

* iRODS is widely used in research, industry, and government sectors to ensure compliance
with data management policies, automate workflows, and manage data lifecycles
efficiently.

* Dutch universities and SURF often use iRODS based solutions as their data storage and
archiving solution. They develop systems such as RDMS as well based on iRODS e.g: Yoda

* University of Groningen is part of the international iRODS consortium together with other
four Dutch organizations; SURF, Utrecht University and Maastricht University.


https://irods.org/

WHAT IS RDMS?

Since RDMS uses iRODS there some new concepts:

Zone: Zone is a virtual environment designed to manage data storage, users, and resources.
Each Zone has a unique name. Currently there are two RDMS zones: RUG_DEFAULT and
SD_Zone. Advantage of having multiple zones are to assignee specific environments to
institutes, big groups etc to optimize the performance.

Data object: Data objects in iRODS represent files, but with enhanced flexibility through
metadata, replication, and access control. The virtualized storage allows users to work with
their data regardless of the underlying physical location.

Collection: All Data Objects stored in an iRODS system are stored in some Collection, which
is a logical name for that set of Data Objects. A Collection can have sub-collections, and
hence provides a hierarchical structure. An iRODS Collection is like a directory in a Unix file
system (or Folder in Windows), but is not limited to a single device or partition.



WHAT IS RDMS?

Data storage (as of 2024)

* Data is replicated and stored in two different physical location.
* Kept for 10 years as the university data policy requires.

e Sensitive data must be stored in Sensitive Data Zone.

* Replication is copying live data from 1 site to another, against:
* system-failure
» datacenter-failure (fire, etc.)

* Data is backed-up
* Retention period: 30 days
* Active versions: 2
* Deleted versions: 2



HOW TO ACCESS
THE RDMS?

1) Web Interface
2) iCommands

Note: You need VPN if you are outside of the RUG network



HOW TO ACCESS THE
RDMS?

WEB INTERFACE

Loginvia: https://research.web.rug.nl/rdmswebapp

name*

Type username here. Username is your institution email address... — RUG emOiI GddreSS

& | —> Password

Data zone

[FS
il

Data zone*

RUG_DEFAULT N —)/ONE NAME

13
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My folder

e

Filter by name..

® o K <O

G

* Starred

> [ Projects
> e Team drives
> < Shared
ﬁ Bin
> [ wy folder

@ m
< L C [erugnl
/rug/home/_@r‘ug.nl

Filter data..

Q

shown 8 from 8 files/folders

Browser of the selected Menu
item

- MeniU

Name Size Creator Created Modified

D Astronomy -@r'ug.nl Mar, @9 2022  Sep, @06 2023
D Experiments MSc -@r'ug.nl Sep, 86 20823 Sep, 86 20823
D my data -@r'ug.nl Sep, @6 2023  Sep, @6 2023
D testData r'ug.nl Apr, 28 2022  Jul, 24 2023
D test_data_uwp -@lr'ug.nl Jul, 21 2023  Jul, 21 2023
[ test-rdms (@rug.nl Jul, 24 2023 Jul, 24 2023
D test-rdms2 -@r'ug.nl Aug, 14 2023 Aug, 15 2823
D Thesis chapterl -@r'ug.nl Sep, @6 2023  Sep, @6 2023

Content of the selected Menu item




] !
32 || my folder ® L]
< L erugnl <« L C | @rug.nl e A ~
| | ilter by /rug/home/| @rug.nl
S starred Filter
N or Nane
Q B
> e Team drives 0 as @ru
2]
B> & sharee 0 e Joru
o Oe R
- 0w Jeru
> Ow
B [ testoata brug.
® (] Jorug.
Brow: of th lected M
tem [ test-rdns Jorug.
@ [ test-rdns2 Jorue.
(43 [ thesis_chapters Jorug.
—> Menu l
Content of the selected Menu item
[O)

Via the web interface:

*Managing user roles and permissions

*Sharing data within the RUG

*Policy implementation

*Create metadata templates, append metadata to files and folders and extract metadata
*Creating Groups, Team Drives and Projects

*Managing Archiving and Publishing (not yet enabled) workflows

*Uploading data



Two functionality buttons that you will see in every level. They will display actions such as:
Add user, group, move to bin, create folder, rename, upload/download file, add, extract metadata,

etc.

My folder
1@rug.nl

® o K &

G

Filter by name..

* starred
> E Projects
> e Team drives
> < Shared
'ﬁ Bin
> D My folder

® =
« L C
/rug/home/|
Filter data..

Name

@rug.nl

@rug.nl

size Creator

i I SN

- .

i

shown 8 from 8 files/folders

Created

Modi

fied

l

Browser of the selected Menu
item

= Menu

D Astronomy

D Experiments_MSc
D my_data

[ testoata

D test_data_uwp
3 test-rdms

D test-rdms2

[ Thesis_chapter1

i@rug.nl

@rug.nl

@rug.nl

orug.nl

@rug.nl

@rug.nl

@rug.nl

@rug.nl

Mar, @9 2022

Sep,

sep,

Apr,

Jul,

Jul,

AUg,

Sep,

24

14

26

2023

2023

2022

2023

2023

2023

2023

Sep, @6 2023

sep,

sep,

Jul,

Jul,

Jul,

Aug,

sep,

06 2023

06 2023

24 2023

21 2023

24 2023

15 2023

86 2023

:

Content of the selected Menu item

16



Useful hotkeys

dbn: Create a new collection (folder)
dbu: Upload a new data object (file)

dbm: Move the selected objects or collections

dbl: Link a collection

ctrl + h: Display the help window

A S

My folder
@rug.nl

Filter by name..

K

® o

€

Y starred
> [ Projects
> @) Team drives
> < shared
'ﬁ Bin
> [ My folder

® =
¢ L C [IEerugn
/r‘ug/home/—@r‘ug.nl

Filter data..

shown 8 from 8 files/folders

0 Q

-

«

Browser of the selected Menu
item

> Menu

Name Size Creator Created Modified

D Astronomy -@rug.nl Mar, 89 2022 Sep, 06 2023
D Experiments_Msc -@r‘ug.nl Sep, 06 2023 Sep, 06 2023
D my_data -@rug.nl Sep, 06 2023 Sep, 06 2023
D testData r‘ug.nl Apr, 28 2022 Jul, 24 2023
3 test_data_uwp -@rug.nl Jul, 21 2023 Jul, 21 2023
B3 test-rdns erug.nl - Jul, 24 2023 Jul, 24 2023
[ test-rdms2 _@rug.nl Aug, 14 2023 Aug, 15 2023
D Thesis_chapterl -W‘ug.nl Sep, 06 2023 Sep, 06 2023

l

Content of the selected Menu item

17



HOW TO ACCESS
THE RDMS?

ICOMMANDS

* You need a shell/terminal where you can install iCommands

* iCommands are Unix utilities that give users a command-line interface to operate on data in
the iIRODS system. iCommands provide the most comprehensive set of client-side standard
IRODS manipulation functions.

* iCommands are already installed in the LWP and Habrék. From the LWP it is also possible to
access X & Y drive. This way data transfer or other data management tasks can be
performed on the data on X & Y drive.

RDMS Command Line Workshop October 23, 13:00

18


https://libcal.rug.nl/event/4257262

HOW TO ACCESS
THE RDMS?

ICOMMANDS
Step 1:

* Create a ~\.irods directory in your home directory:
S mkdir ~/.irods
* Create an irods_environment.json file in that directory with a text editor of your choice.

$ cd ~/.irods
$ nano irods_environment.json

19



HOW TO ACCESS
THE RDMS?

ICOMMANDS
Step 2:

e Configure the irods_environment.json file $ cd ~/.irods

"irods_authentication_scheme": "pam_password",
"irods_client_server_negotiation": "request_server_negotiation",
"irods_client_server_policy": "CS_NEG_REQUIRE",
"irods_default_resource": "rootResc",
"irods_encryption_algorithm": "AES-256-CBC",
"irods_encryption_key_size": 32,
"irods_encryption_num_hash_rounds": 16,
"irods_encryption_salt_size": 8,

"irods_host": "store.data.rug.nl",
"irods_port": 1247,

"irods_ssl_verify_server": “cert",

"irods_user_name": "<emailadress>",
"irods_zone_name": "rug

"

» Your email address

20



HOW TO ACCESS
THE RDMS?

ICOMMANDS
Step 3:

* Each time you want to interect with RDMS, you need to initiate iCommands:

$ iinit
Enter your current PAM password: Type in your password

* You are ready to use iCommands

$ ipwd

$ils

$ itree

$ icd <new_path>

21



HOW TO ACCESS
THE RDMS?

ICOMMANDS
Accssing X or Y drive within LWP via iCommands

Even though the UWP is a Windows OS, you can still use the iCommands to benefit from its
various functionalities, speed and efficiency. The Y: drive is available under /media/ydrive

$ iinit
$ cd /media/ydrive/<your folder>

* You are ready to use iCommands

22



HOW TO TRANSFER DATA TO THE RDMS?

* Web Interface
iCommands

File transfer applications
* CyberDuck
* WinSCP



HOW TO TRANSFER DATA TO THE RDMS?

* Web Interface
* Only individual files
* Data size < 50 MB

o[ »

&« L C Just_an_example o o -~
frug/homef Flust an example I urreri i
Filter data.. shao
Merw Folder
K-ame Sire Creator
_‘\‘. 4+ Upload File

E Copy selected ta..
Current location
File will be uploaded here

= Move selecied to..

==y Link lodder.

24



HOW TO TRANSFER DATA TO THE RDMS?

Web Interface

Only individual files
Data size < 50 MB

< L C

Jrug/home;

Folder_to_share

@rug.nl/Folder to shar

4=" Showi/Hide details

"‘ Doremboad file

[ subfolder
E Statal.png

B unnamedl. jpg

,‘ Rename am 3 files/fo

y_ Make |r'.|-|-|:||:-. Il-.lﬂ'i_l |-'.~'|||'I-\.|'|||l_|

——
D Move 1o Bin

@rug.nl
(} | |'\'I'Il1li'|'\||||||'| inheritance

@rug.nl
;' Add reference
m Maew Copy verslon @rug .nl

'I-;_ Add User

wu: Add Project

L] J—
oy Add Gro U

£ % Add Metadata

m Load metadaia
Ia Add metadata I-:'||'.|l|.|:|-

H ' Extract Metadata

Ci

May

May

25



HOW TO TRANSFER DATA TO THE RDMS?

e jCommands

# Transfer a file to the RDMS
$ iput test.txt /rug/home/rdms-testers@rug.nl/some_example folder
$ 11ls /rug/home/rdms-testers@rug.nl/some_example folder

/rug/home/rdms-testers@rug.nl/some_example folder:
test.txt

If you want to transfer a whole folder structure, the additional -r flag has to be used.

$ iput -r Testdir_L1

Running recursive pre-scan... pre-scan complete... transferring data...

If you want to see the transfer rate, you can use the additional -P flag.

$ iput -P 1GB_Testfile_1
/1 - ©.08% of files done ©.000/953.674 MB - ©.00% of file sizes done

26



HOW TO TRANSFER DATA TO THE RDMS?

* Download data from RDMS:

$ iget [flags] <source> <destination>

* Synchronize data:

# Synchronize the content of local folder to a folder on the RDMS:
$ irsync -r <source> i:<dest>

Synchronize the content of remote folder on the RDMS with a local folder:
$ irsync -r i:<source> <dest>

Synchronize the content of two remote RDMS folders:
$ irsync -r i:<source> 1i:<dest>

27



HOW TO TRANSFER DATA TO THE RDMS?

* File transfer applications
* CyberDuck: You can use two protocols WebDAV or iRODS native

* What is a protocol?

Data transfer protocols refer to the standardized methods used to securely move data between
various data sources and applications.

Examples:

 the HTTP (HyperText Transfer Protocol) is used for transferring hypermedia documents
on the web,

* FTP (File Transfer Protocol) is used for transferring files from one host to another,

* WebDAYV is an extension of HTTP, used for collaborative file editing and management
over the web ........



HOW TO TRANSFER DATA TO THE RDMS?

* File transfer applications
* Cyberduck: You can use two protocols WebDAV or iRODS native

Step 1: Go to RDMS wiki and Cyberduck chapter

iRODS Cyberduck profile: —> Click on and download the profile. Add the extension .cyberduckprofile

Click to display section

[RDMS.cyberciuckprofile

<?xml version="1.8" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.e//EN" "http://www.apple.com/DTDs/PropertylList-1.@.dtd">
<plist version="1.8">
<dict>
<key>Protocol</key>
<string>irods</string>
<key>Vendor</key>

S BN R e TR

29


https://wiki.hpc.rug.nl/rdms/access/windows/cyberduck

HOW TO TRANSFER DATA TO THE RDMS?

Step 2: Go to the location you downloaded the file and double-click. Cyberduck should be

automatically loaded.

Open Connection

E3 RDMS (rug)

I\\‘-J.I

Server: | store.data.rug.nl Port:

URL: irods:y/ rdms-testers@rug.nl@store.data.rug.nliru...

AT
247 =

Username: |rdms-testers@rug.nl

FHS-S-WDFd: l.'illl‘I"'.'i.il.‘ll‘ll"il'l‘ll‘l"l'

S5H Private Key:  None
Save Password

Connect

;\ More Options

Path: |/rug/home/

Cancel

Connect Mode: Default

Encoding: UTF-8

Everything should be filled exactly the same except
your own email address & password.

— YOUr email address

. = Your password

30




HOW TO TRANSFER DATA TO THE RDMS?

Data upload:

f Edit View Go Bookmark Wind
- afln s g »
- =

Q) Cluick Connect w | ﬁ - | ‘) - @ I,.:_J =
Open Connection * Action Get Info  Refresh | Edit Upload | Transfers Disconmect
L= | ’ - = | frughomely Erug.nl v | & B
Filename ' Sire  Modified

CyberDuck_Test 0B 061272022 12:58:48

| logxt 0B 17/01/2023 12:24:.29

Byne_test 0B 087082023 10:35:58

Test 0B 25/07/2023 151549
4 itemns @

31



HOW TO TRANSFER DATA TO THE RDMS?

Data upload:

| &

| File Edit W i

£ ;
File Edit View Go Bookmark Window Help
= er

Qj |D.Llnck Connect v| ﬁ - & ‘)
Open Connection Action Get Info  Refresh
=R O @ | - = frugthomely. o Brug.nl
Filename )

CyberDuck_Test

|5 log.txt

Sync_test

Test
4 fterms

Edit

Upload | Transfers

Go  Bookmark Window Help

v @ % i@

G 3

ms-ad 3D Objects

.1-_'. H
=3 J' 1

Docurnents  Downloads Favorites

e 6 &

Mextcloud Oinelirive OmeDrive -

Uninversity ...

Chooss: |

= W ' 4
: Size  Modified
(28 "y
0B 061272022 125848
Contacts Desktop 0B 1770072023 12:24:29
OB 0850872023 13558
Jx 0B 25/07/2023 151549
Links Music
= P
Pictures  Saved Games
W

Cancel

-‘:'IH'I'H-
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HOW TO TRANSFER DATA TO THE RDMS?

Data upload:

[

File Edit View

Bookmark

Qj | Cuick Connect

Bookmark Window  Helgp

Wendow |

@ e | e swm | s | SRem -
& Tianst =

Open Connection

Open Connection

5eoe|

Filename
CyberDuck_Test
| logutxt

Sync_test
Test

4 items

= |/rugrhom O RO ~"_’

e A i:;‘L' B e B

Resume Reload Stop Remowve

Filename Modified
CyberDuck_T 06/12/2022 125848
| log.txt 1770172023 12:24:29
5']'“‘_“‘# B i 1.5 B (14 5 bvted) of 3005 MIB (43% 1.0 MB/2ac. 18 weconds rermanmandg) W’Eﬂ-flﬂzi 1& 35*:5‘3
Test Upboading 2570712023 151549
URL: irods:/frdms-prod-icat. .ome@ rug.nlTesthile_1.bd -
Local File: C:\Uisers\ ‘\Desktop'Drive F.\Testfile 1o | = 7 e -
4 Hems o

\

Disconnect

& | |seqrch

Size  Modified

0B 0671252022 12:58:48
0B 1770172023 12:24:29
0B 0&8/08/2023 10:35:58
0B 25/07/2023 15:15:40

33
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HOW TO TRANSFER DATA TO THE RDMS?

Data upload:

- |
2 E
File Edit View Go Bookmark rid e Eda FIEW Go  Bookmark Wmndow Help
- - ikl ra e | T | e  FE= 1 = \
Qj | Cuick Connect Q’ ) ‘ = a
Open Connection | Dpen Connecticn . Dk Qi i* Mm@ . Transfers . Disconnect
=W O @ - e : ﬁ i - wi| & | |Seqrch B
e mEEE . ® OO ) Y — ———
i Resume Reload 5Stop Remowve Open Show i= . G
CyberDuck_Test Filenames P ’ i Medified N D: 0B 06/12/2022 12:58.48
» ac op ¥
| el CyberDuck_ Testfile_1.tat ~ W 06/12/2022 12:58:48 il bl i
Sync_test : OB 0&/08/2023 10:35:58
Test | bog bt Upload complete 17/01/2023 12:24:29 0B 25/07/2023 15:15:49
Tync_test ® 305 MiB of 30.5 MiB DE/08/2023 13558 F J}
Test Disconnecting rdms-prod-icat. data.rug.nl 25/07/2023 151549 . e
[TEAT
Testfile_1.txt 2370852023 15%:20:08
=
sres  Saved Games
e
4 tems 3| URL: irods://rdms-prod-icat .. Erug.nlTesthile_1.xt a' .
| Local File: C:\Users\MESSESIN Desktop\Drive F.\Testiile 1.0 L&2_ 7| [ =
5 hems o
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HOW TO TRANSFER DATA TO THE RDMS?

Data download:

£ s S rugunli@rdms-prod-icat.data.rugond - IRODS
File Eas= e Pa  Basbesssk  W0ede:  Lisks
) Refresh Cui=R
= B2 New Foider.. Ctrls Shifts N
Cpen C
g New Encrypted Vault..,
B P pewrie Ctrl+ Shift+F
Filenarr Mew Symbodic Link
G Hename...
| bo Duplicate... Ctrl=D
£
Te Copy URL
| Te Open URL
Share
Request files
£ Edit With Cirl= K »
o Info At~ Enter
£8 Download AltsDown
Download As.., Alt«Shift= Down
Downlosd To...
5 Upload.. Alt+Up
B Synchronize..
Shemz & Delete

Get Info  Refresh
bg.nl

7

s =

Upload Transiers

Edit

Size
0B
0B
0B
OB

30.5 MiB

Desconnect

s

Modsfied

D6/12/2022 12:58:48
1770172023 12:24:29
08,/08/2023 1(0:35:58
25/07/2023 15:15:49
23/0872023 15:19:58
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Data download:

HOW TO TRANSFER DATA TO THE RDMS?

£ wem @ rugnl@rdms-prod-icat.data.rugand - IRODS
File Eas= e Pa  Basbesssk  W0ede:  Lisks
) Refresh Cui=R
= B2 New Foider.. Ctrls Shifts N
Cpen C
g New Encrypted Vault..,
W= New File... Ctet+ Shift+ F
Filenarr Mew Symbodc Link...
C: Rename...
| o Duplicate... Ctrl=D
£
Te Copy URL
] Te Open URL
Share.
Request files
/'  Edit With Crd+K >
O Infe Alt+Enter
£8 Download AltsDown
Download As.., Alt+Shift+ Down
Downlosd To...
B Upload.. Alt+Up
Slemz & Delete

¢
File Edit Yiew Go Bookmark ndow  Help
Qj il | ape S | Tm | S e
g
Open Connection
oEmeoa® G A & &8} |
Get Info Resum 5t
- Eilenarme esume Reload 5top Remove Open  Show
CyberDuck Ty ff | Testfile_L.oxt ¥
| log.oxt Upload complete
Sync_test & 30.5MEB of 30.5 MiB
Test Wednesday, 23 August 2023 152007
Testfile_1.t
Testfile_1.tet ot
Drramdoad complete
- 305 REE i 3 :l [ X .E:
ecting rdms-prod-icat.data.nueg.n
URL: irods//rdms-prod-icat.... Emeg.ndTestfile_1.ot —
| Local File: C:\Users\B o= s Downloads) Testfile_1.bet 2 - |® -
5 ltems

Do/ 1272022 1:2:58:48
17A01 /2023 12: 2479
08/08,2023 10:35:38
250772023 15:15:49
23,08/2023 15:1%:58
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HOW TO TRANSFER DATA TO THE RDMS?

Synchronize:

| & mmeiirug nl@rdms-prod-icat. data rugnd - IRODS

i File Edyt M= s Donbem el s el

5 ¥)  Retresh Cirl+R
B MewFolder... Chrl+ Shaft= M
| Open Con
&% Mew Encrypted Vault...

Lol Mew File... Ctrl=ShiftF
Filenarne Mew Symbobc Link...
I Cyk Rename...

| bog. Duplicate.., Ci=D

Syn
[ Test Copy URL
| | Test Open URL H
Share.,

Regquest files..

/' Edit With Cirl+K »

& Info Alt+Enter

£ Downicad Alt=Down
Download As... Alt+Shift+ Down
Downboad To...

B Upload... Alt+Up

G Synchronize..

!5“‘:111: & Delete

O 9 4. &=

Getinfo Refresh | Edit Upload Transfers

g-nil L
Size
0B
0B
0B

o8
0.5 MiB

Desconnect

Bl [secrc

Modified

Dy 1272042 1.2:58:48
17012023 12:24:29
DE/08/ 2023 10:35:58
L3707 2043 151549
23,08/2023 15:1%:58

£
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HOW TO TRANSFER DATA TO THE RDMS?

Synchronize:
& & Senchros
Fil
& g nli@rdrms-prod-icat.data.rugod — IRODS - T |.
Flh E# Wmaas o O s lrwe mele LE LSERE [E [ E FY e — -
- . » Symec_test I
g )  Refresh Ch | OB
B MewFolder... CH-*SHF_ g
S Con & Mew Encrypted Vault... = Pl
= . -
B NewFie. Ctrle S Eotars
Filenarne Mew Symbaolic Link... ) A
LGyt Rename.., _1_,I' g
| bog. Duplicate... Ch - i
Sym > B
s Bl st Copy URL 3 . o
| Test Oipen LIRL E B |
Share...
Reguest files..
4 Edit With Chi
Info Alt+E :
@ Continue Cancel
B Download Alt De _
Download As... At Shifte D &) Detadls
Download To... -
Remote File:  irods:/rdms-prod-icat.data.rug.nlfreg homely Brug.nbiSymc_test
B Upload... Alt: 0B
= chronize... Tuesday, 8 August 2023 10:35:58
Sitens @ Delete Local File CAllsarsh s om s Decktop! Drive Files\RDMS TH‘r.ing".THl_[hnl.-nluud_Fnldﬂ".' Testh Folder 1
0B [
Tuesday, 25 July 2023 12:01:21 I
o .

5 Iten
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Synchronize:

. wemeniiru gnli@irdns-
Flh E# Lfmaas o O

€

Open Con
Em
Filenarne

Cyt
] tog.
Syn
Test

5 lems

bl
!

& MNewEncrypt] %=

- T

e
]

HOW TO TRANSFER DATA TO THE RDMS?

Refresh
MNew Folder...

Mew File...
Mew Symibaol
Rename..,
Duplicate..,

Copy URL
Open URL
Share..
Reguest files
Edit With
Info
Downicad
Download A
Downboad Tc

chronize.

Dielete

&

;||E

Ciper

Filen
E
> 13

£ Synchronize

O

X

[ uptoad

i

Download
Uplaad

A Details

Femote File:

Local File

irods:// rdms-prod-icat.data.nug.nlrug/home/ Erug.nlSyme_test
0B
Tuesday, 8 August 2023 10:35:58

CAUsersh s s Dacktop!, Drive Files\RDMS Tasting,Test_Download _Foldersmsss s Tect\Folder 1

0B
Tuesday, 23 July 2023 12:07:21

Continue

Canced

Continue I Cancel

Test\Folder 1

39



BEST PRACTICE

* If you have large amount data, such as many folders and sub folders with each of them hundreds
to thousands of files, always zip or tar or tar.gz or tar.bz the folders before you transfer them to the RDMS.

* Do not use special characters such as "~!@#$%"&*()?.,” In your file of folder names including, characters
Such as Chinese, Greek etc.

* Avoid giving space in between words when naming folders.

* Check the Best Practices and Cyberduck/iCommands chapters for updated tips and best practices.
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DIFFERENT ENVIRONMENT
IN THE RDMS

1) Home Drive: Personal environment which is by default only accessible to the user who owns the account.
You can perform various data management functionalities in this environment: share, rename, add
metadata, move, link, add user, etc.

Home Drive always has the path: /rug/home/<username>

2) Team Drive: Group environment. In addition to all the data management functionalities you have Home
Drive, you can implement policies, add groups and manage group permissions between Team Drives. In
order to have a permission to create a Team Drive you need to contact rdms-support@rug.nl
Team Drive always has the path: /frug/home/<Team_Name>

3) Projects: To store data sets that are intended to be published. Stricter permission management and user
roles exist compared to Team Drives. The reason for this is to make sure that the datasets that are
converted to a project comply with quality requirements of becoming a publication.

Projects always has the path: /rug/home/Projects/<Project_Name>
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DIFFERENT ENVIRONMENT

IN THE RDMS

Home Drive:

My folder

@rug.nl

Filter by name..

* Starred

> [ Projects
> e Team drives

> < Shared

ﬁ Bin

> [ vy folder

©) ‘ [ ] : @rug.nl
< L C @rug.nl o & —
GoAa =20 <
/rug/home/ i@rug.nl
Filter data.. shown 8 from 8 files/folders
Name

D Astronomy

D Experiments_MSc
D my_data

D testData

D test_data_uwp
D test-rdms

D test-rdms2

[ rhesis_chapter1
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DIFFERENT ENVIRONMENT

IN THE RDMS

HOW TO SHARE DATA WITHIN THE
RDMS?

Step 1

@ s

« L C e Erug.nl il I

f rug/ home f Wrug.nl I‘ Renam
J_ Wl | I

Mame n i Sire . .

R e G Set a shared link for the folder or file you want to
G Shand link

[ 20230202 Test Sync_Dest — ! Shqre-

D bundled upload |j\-n.-".-.-.-.nn

[0 Data froa Oldeaburg +2 A
B s Project
[ extracted e
g i Girouy

£ 3 Add Misadaia

O gecosman ds m Load metarata
E vl meiadats templaie

i i
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DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO SHARE DATA WITHIN THE

?
RDMS: -
Shared link
Step 1
£
@ @ ~ Current link
« L C S rug.nl ]
J rug,/ home/ Wrug.nl
shared link is not set
Mame 2
[ 11072022 iRODS Examples Link location
D 20230302 Test Sync Dest :
[ bundled_upload /rug/home/Shared/ a@rug.nl
1

[0 Data froa Oldeaburg

2 , Link metadata id
extractes

D Folder to share

- ¢ 2 8869562d2b86109115520248b99237T6431d29e9339fb917251a8el3a
focomnan ]

[ gocommands march

. D iBridges file sizes




DIFFERENT ENVIRONMENT

IN THE RDMS

HOW TO SHARE DATA WITHIN THE
RDMS?

Step 1

Wl -
i  Shared folder @ | L
] mm@rug.nl L C 3 Brug.nl o Q &
< > e Team drives
/rug/home/shared/ arug.nl ]
[=l]

£ ~ v v v v v

v v v v <

~ Shared
,4—] Filter data.. shown 8 from 8 files/folders
a.tsyganov@rug...
= Name Size Creator Created Modified

[ burcu.beygu@rug..
3 c.a.bertoglio@r..
B eduin. ot tengrug. Lists all users who have setup shared links Location of selected share

[ 9. rosani@rug.nl Nothing visible at this point as the shared link was

created, but no permissions were set!
[3 h.1l.dugdale@rug.

3 h.t.kruitbosch@.

3 j.p-nimoth@rug... -4
Selected user who setup a new share in this example
[ m.c.e.klein@rug.

3 p.d.druetta@rug.
3 r.oacesa@rug.nl

3 r.gosens@rug.nl

At this point, the name of the user
that just setup the share will become
visible within the Shared category of
the web interface, but no content
will be displayed as there were no
permissions assigned for the shared

object yet!
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DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO SHARE DATA WITHIN THE

RDMS?

Step 2

C] -

« L C |pnimoth@rugnl

# rug S home g.nl
Hame
D 11872822 1R0DS Examples

[ 208220262 Test Sync_Dest
D bundled upload

[ pata from oldenburg
[ extracted

[ Folder to share

D gocomnands

D gocommands march

[ ieridges file sizes

Different options for the

permission assignment\
Qr

for users, user groups
project members

Size

C} Sel permissions inheritance ASS i g n p e rm i SS i O n S
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DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO SHARE DATA WITHIN THE

RDMS?
Step 2 . P
P User permission
@ -
<« L € |pnimoth@rugnl
£ rug home f Brug.nl SElect UEEF
s J@arug.nl
[0 i1e72822 iRODS Examples
] 28236202 Test Sync Dest Different Select pe rmission
permissi
D bundled upload f’Dr LISEF'S[_:.;I Headﬂ []1._1‘.',"
project m
[ pata from oldenburg
i © Including sub files and folders
D ekder. o shers Only this file/folder

D gocomnands

D gocommands march

[ ieridges file sizes




DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO SHARE DATA WITHIN THE

RDMS?

It is always possible to revoke and change permissions and remove the shared link!

@ m
€L C
Frugfhome
N i

o
L1
-

shown 44 from 44
files/folders

[ 1072022 iRODS Examples

[ 20230282 Test Sync Dest

3 bundled upload
D bata from
3 extracted

3 Folder_to_share

D gocommands
[ gocomnands march

M9 iGridaac fila a

Users who have
permissions on
selected object

-5 Fuld.r_tn_thart-q_._____ W
Name of
¢ B = @ <« obect
User/Group/Project Permdssion
firug.nl ] ra
sErug.nl READ ra
Permission
levels

Button used to
change the
permissions of
a userfgroup

® |
,e

L]
Shared link

Current link

/rug/home/Shared/

Link lecation

/rug/home/Shared/ @rug.nl

Link metadata id

@rug.nl/Folder to share[95483

8869562d2b86109175520248b992376431d29e9339Tb917251a8el3a

irug.nl

rug.nl

irug.nl

jrug.nl

irug.nl

rug.nl



BEST PRACTICE

Transfer ownership before you leave the RUG

Data is accessible and findable

)

-~

Supervisor
Data manager
Group manager
Data steward
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DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO WORK WITH METADATA

* Metadata makes your data searchable and findable

Scenarios:

* You have hundreds or thousands of data file you frequently generate,

* As a supervisor or data manager, you oversee students and projects each of them regularly generate many
data files/output

* In the lab lots of data is generated daily with different machines/different set-ups/parameters

How do you find the one you need two years later? You search using key words which comes from metadata



DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO WORK WITH METADATA

In the RDMS there are two types of metadata:

1) System metadata
2) User-defined metadata



DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO WORK WITH METADATA

1) System metadata
This is the minimum level of metadata that is attached to data (file/folder) is the one generated by the system
itself: The date it was uploaded to RDMS, the owner etc.

o
%% My folder ® ‘ |
Z
u
< [ @rug.nl < L C g e @rug.nl 0 a ~
Filter by name.. /rug/home/ @rug.nl
oo . .
oo * starred Filter data.. shown 5 from 5 files/folders
B > E Projects Name Size Creator Created Modified
Q
> e Team drives 3 cyberpuck_test - @rug.nl  Nov, @8 2022 Dec, @6 2022
z > < Shared
D sync_test - @rug.nl  Aug, 8 2023 Aug, @8 2023
° 'ﬁ Bin
a2 3 rest - @rug.nl  Jul, 27 2022 Jul, 25 2023
v D My folder
log.txt 0B .nl  Jan, 17 2023  Jan, 17 2023
|§ > D CyberDuck_Test a 081X @rug.n an an

G’) > D Sync_test a Testfile_1.txt ISB,S MB @rug.nl  Aug, 23 2023  Aug, 23 20823

> D Test /
C

System metadata
¢ 52




DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO WORK WITH METADATA

2) User-defined metadata
This type of metadata is added by a user. Based on your data, how you organize the, how you want to search
for them, you have many options to create metadata.

You can:

* Add, edit and delete
* Upload

* Extract

* Use templates

Metadata management is possible both via the Web interface and the iCommands
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DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO WORK WITH METADATA

Add, update and delete metadata
My folder ® ‘ |

PR

7 Show/Hide details

=G ug.ni < L C : Display informatioV Q e

N\

Filter by name.. /rug/home/. @rt Permissions map current collection
88 Filt dat shown 5 from 5 files/folders
== * starred Loter data.. ,‘ Rename

> B Projects Name /_ Make readonly (keep ownership) Size Creator Created Modified
Q

. ﬁ Move to Bin

> e Team drives [ cyberbuck_test - @rug.nl  Nov, @8 2022 Dec, @6 2022

Z > < Shared N issions inheri . . .
Syﬂ(itest <J etpel‘mlsslcns mbheritance Dlsplay Informatlon @rugnl Aug, 88 2023 Aug, 08 2023
T ein o Add reference on Selected obJeCt

[ O — X
an Test or collection - @rug.nl  Jul, 27 2022  Jul, 25 2023

New copy "el'siﬂn
v [ my folder Ij oy

log.txt eB rug.nl  Jan, 17 2023  Jan, 17 2023
8 +& Add User Grug ’ ’

Testfile 1.txt B Add Project * 30.5 MB @rug.nl  Aug, 23 2023  Aug, 23 2023

... Add Group

lE > [ cyberbuck Test

e e 0O O

C") > [ sync_test
> :’ Test

cl | < > Add Metadata l

m Load metadata
¢ B Add smetadats templce Add metadata to the selected object/collection

* Extract Metadata



DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO WORK WITH METADATA

Add, update and delete metadata

Add metadata X
Jrug.nl 0O & ~
Name*
Test_meta_1 shown 5 from 5 files/folders
Value* Size Creator Created Modified
This is a test = @rug.nl  Nov, @8 2822 Dec, @6 2022

@rug.nl  Aug, 08 2023 Aug, @8 2023

@rug.nl  Jul, 27 2822 Jul, 25 2023

Extra value
@B @rug.nl  Jan, 17 2023 Jan, 17 2823

I can add more info here

30.5 MB @rug.nl  Aug, 23 2023 Aug, 23 2023



DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO WORK WITH METADATA

Add, update and delete metadata

My folder
| T @rug.nl

Filter by name..
* Starred
> [B Projects
> e Team drives
> c<: Shared
Tfj Bin
v D My folder
> D CyberDuck_Test
> [ sync_test
> [ Test

® m
<« L C
/rug/home/

Filter data..

Name

@rug.nl

m@rug.nl

@0 A ~

shown 5 from 5
files/folders

. q

¢ Testfile_1.txt X
<O <

Name value

Test_meta 1 This is a test [ ]

Extra value:
I can add more info here

3 cyberbuck_test
[ sync_test

£ rest

B log.xt

E Testfile 1.txt

e

Metadata entry you

just saved
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DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO WORK WITH METADATA

Add, update and delete metadata

FaN

My folder

= @rug.nl

Filter by name..

>

>

>

Y starred

B rrojects

@ Tean drives

o, shared

O &in

C3J vy folder
[ cyberbuck_Test
£ sync_test
[ 7est

® m
€L C s

@rug.nl

& @rug.nl O Q ~

/rug/home/,

shown 5 from 5

Filter data.. files/folders

Name

£ cyberduck_Test
£ sync_test

£ rest

B o

B Testfile 1.txt

Testfile_1.txt

<>

Name

Test_meta_1

Test_meta @

®

e

value

This is a test
Extra value:
I can add more info here

This is a previous test,
recorded after test_1

]

Edit
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DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO WORK WITH METADATA

Upload metadata
Instead of adding each key-value pair one-by-one, you can create one metadata file and upload it. You can
use it as you template and each time a similar data needs metadata you can reuse it.

[

{"Attribute" : "Author",

"Value": "Tester_ 1",

"Unit": ""

}s

{"Attribute" : "Distance", . . . . .
e e Create a file with extension .txt or .json exactly with
"Unit": "km" this format and upload it to the RDMS.

}s

{"Attribute" : "Location",

"Value": "Groningen",

"Unit": ""

}

] 58



DIFFERENT ENVIRONMENT

IN THE RDMS

HOW TO WORK WITH METADATA

Upload metadata e

< L C
/devrugZone/F
Filter data..

Name

[ testa
B Test.txt

«* Show/Hide details

i35 Permissions may
B P _test

& Download file

Size

Creator

shown 2 from 2 files/folders

Created

Modified

,’ Rename

/- Make readonly (keep ownership)

ﬁ Move to Bin

() Set permissions inheritance

— Add reference

Ij New copy version

° .
o Add User
Add Project

... Add Group

€ » Add Metadata

u Load metadata

IE Add metadata template

Sep, 11 2023

Sep, 11 2023

Sep, 11 2023

Sep, 11 2023
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DIFFERENT ENVIRONMENT
IN THE RDMS
HOW TO WORK WITH METADATA

Upload metadata @ =
< Upload Metadata

/devr

Filte avu_file.txt

Name

D name
B Author

Distance

Location

Metadata to Load: 3

X O Q <~ :

Browse shown 2 from 2 files/folders

_ Created Modified

value

unit Sep, 11 2823  Sep, 11 2023
Tester_1

= Sep, 11 2023 sep, 11 2023
100 km
Groningen



DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO WORK WITH METADATA

Create metadata template

¢% Metadata Template Builder o
.
Click here to create a new ,
I_n . Metadata Template
oo
oo type \;
If you have all the types £2% Add Simple Type
i Filter re
Q. you need, click here to £4% Add Complex Type
1pts create a new template N &
# Template bescription P | Add Metadata Template

Z JPN_Metadata_Scheme Examplel (v:1.0) 5 -

Lerch_XRay_Scattering 6 months ago
&o

GBB Proteomics Data (vie.7) LC-MS data generated from GBB Proteomics 1 year, 7 months ago
E GELIFES Data - publication (v:1.@) Metadata for zip archives of journal publications in the local GELIFES repository 2 years, 1 month ago

GELIFES Data - MSc thesis (v:1.0) Metadata for zip archives of MSc theses in the local GELIFES repository 2 years, 1 month ago
c\/) GELIFES Data - PhD thesis (v:1.9) Metadata for zip archives of PhD theses in the local GELIFES repository 2 years, 1 month ago

GELIFES RDMP (v:1.9) Metadata scheme for RDMPs in the GELIFES repository 2 years, 1 menth ago

Feringalab (v:1) Metadata template for final storage of group data Feringa Lab 6 months, 1 week ago



DIFFERENT ENVIRONMENT

IN THE RDMS

HOW TO WORK WITH METADATA

Create metadata template

e
P)

|'5

K

® o

Update Template

Name*

Collaborator_Template

Description

Metadata recording the collaborators working on the project.

Visibility*

Private

Template Version

1.0

@ Elements

Name Description
First and Last Name Enter description
Affiliation & Address Enter description
Number of publications Enter description
Publication score Enter description
Start of collaboration Enter description

here

here

here

here

here

Base type

string

multiline string

int

float

date

4

4

4

Minimum number of Occurences

Maximum number of Occurences

Delete

O

O



BEST PRACTICE

* Invest in creating metadata templates or metadata files. You will create them only once or twice but will
use them frequently.

* Invest in useful metadata key/value pairs and types.
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DIFFERENT ENVIRONMENT
IN THE RDMS

Team Drive:

From a normal (not a group admin or owner) user point of view

S

"

oo
8

@

My folder @ B

e wm— rug.nl & L o o gy @rug.nl O Q ~
Filter by name.. S rug/home; @rug.nl

* ctarred Filter data.. shown 4 from 4 files/folders
% E Projecks Name Size Creator Created Hodified
v @ Tean drives [ first_trials Data browser #rug.nl Dec, 16 2823 Feb, 17 2823
use button above to
> 3 sswn 0O = = ( grug.nl  Feb, 13 2823 Feb, 13 2823

reveal/hide the browser)

¥ [ nHR_Data
0O ; 2 = grug.nl  May, 18 2822 May, 12 2822

¥ [ example Teand

~ ﬁrug.nl Dec, 13 2822 Mar, 06 2023

> ﬂ:: Shared ‘B\
O e All Team Drives that are available

> [ #y folder for the user are listed here.
Click on a drive name to open it.



DIFFERENT ENVIRONMENT

IN THE RDMS

Team Drive:

From a group admin or owner point of view

% @ Data Management
<

w Tean drives
@

3 sswr
3 ner pata

[ Exanmple Teaml

» 2% Users groups

> E Frojects

Available
Team Drives
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DIFFERENT ENVIRONMENT
IN THE RDMS

Team Drive:

From a group admin or owner point of view

EE @ Team drive Example Teaml £ ]
Example_Team1
£
— | FLlter. | ] - ail -]
L v @ Tean drives
Group mesbesrs search:

o D SEHMR ;

D WA Data arug. nl .
(B 3 esawple Teaml
:u ¥ o Users groups

- n Prn_]!rl ]
(=]
Team Drive
~' ermissions tab i Context button
: Team Drive d S S for tasks
: data tab

group tab (e.g. permissions)



DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO IMPLEMENT AUTOMATIZED
POLICIES?

Step 1

Select the Team Drive or folder with a Team Drive for which you want to implement policy. And go to the Policy tab.

& leam drive Example_Team_ 123

¢ @ Expmple_Tearmn 123 = 3 o
& Al . | e Policy tab

H . @
Ea palicias

o [ |

L3 s

A ] trsepis Tass 121 '

T Currently added policies

S| (here: none)

8 : B

2




DIFFERENT ENVIRONMENT

IN THE RDMS

HOW TO IMPLEMENT AUTOMATIZED
POLICIES?

Step 2

Add and create Policy for users by assigning them permissions.

+; Add User
Add Project
2 Add Group
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DIFFERENT ENVIRONMENT

IN THE RDMS
HOW TO IMPLEMENT AUTOMATIZED

POLICIES?
Example Team 123 Add Policy to Team Drive
Step 2 ah ail L @ Permission start and end date
No policies Policy start dates Selected policy
I —
2024/63/27 12:51

Policy end date*
2024/83/38 12:51

“'.:. Add Croup membe Select User

Including sub files and folders

E] Add Policy @ Only this file/folder
+; Add User
Add Project

-.. Add Group




DIFFERENT ENVIRONMENT

IN THE RDMS

HOW TO IMPLEMENT AUTOMATIZED
POLICIES?

Step 2 Example Team 123

2 A m @

Filter policy

£ - MHame Creator Policy Status

F Permission start and end date ysername To be applied

from date 2778372024 12:51

to date Jo/se3/2024 12:51




BEST PRACTICE

* Depending on the size of a research group and amount of research output:
* Create multiple groups for different folders in a Team Drive
And/Or
* Create couple of Team Drives

Example groups: PhD students
Special projects
Sub-groups in a research group
Machines/detectors in labs
Example folder structures: PhD Thesis
MSc Thesis
Machines/detectors in labs

Assign permissions to different users for them to transfer their data to the designated folder(s) in a
Team Drive.

Make a research group policy to force members to transfer their data

Work with metadata



ROLES AND PERMISSIONS

Permissions in RDMS

Permission Level Read Modify Create New Delete Share

sl & & & L &
Read & & & & L
Write & & v & L
S & & & & v

Own: The user owns the data object (file) or the collection (folder) and has the full permission on reading, modifying
(including deletion), and sharing.

Write: The user has read and write access to the object.
Read: The user can only read the object or its content. This also allows to make a (editable) copy of the file/folder.

Null: The user does not have any permission on the object. One can use 'none' when removing the previously assigned
. o 72
permissions to a user.



ROLES AND PERMISSIONS

Roles in RDMS
* Group admin: A group admin can create new team drives, groups, and projects and to manage them.

* Data manager: Data Manager is responsible for verifying that the data sent to the archive is complete
and uncorrupted, and giving the final approval of the archive. This role is relevant during the Archiving workflow.

* Metadata manager: Metadata Manager is responsible for verifying and completing the metadata
information related to the archive. This role is relevant during the Archiving workflow.

* Project admin: Project admin has the owner role for a project. This role is relevant during the Archiving workflow.

* Project manager: Project Manager is responsible for assigning the data manager and metadata
manager roles, starting the archiving process. This role is relevant during the Archiving workflow.
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FUTURE

* Enable audit
* Enable publishing
* Enable non-RUG access

Plan:
* Integration with VRW, UWP and eLab journals

74



THANK YOU
’ rdms-support@rug.nl
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